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1. Introduction 

George Street Primary School recognises that internet, mobile, AI and digital technologies provide 

valuable opportunities for teaching, learning, socialisation and communication. At the same time, 

these technologies bring potential risks. This policy sets out how the school ensures that pupils, 

staff, governors, parents/carers and visitors use digital technologies safely and responsibly. 

 

Online safety is part of the school’s wider safeguarding responsibilities and applies to everyone in 

the school community. The policy should be read alongside safeguarding, behaviour, data 

protection, AI, anti-bullying and curriculum policies. 

 

2. Responsibilities 

The governing board and headteacher have overall responsibility for ensuring online safety is 

monitored and embedded throughout the school. 

 

The Designated Safeguarding Lead (DSL) is the named online safety lead. The DSL is responsible for 

responding to safeguarding concerns linked to online use. 

 

Staff must act as role models in safe use of technology, follow this policy, and teach pupils how to 

use digital technologies safely. 

 

Pupils must follow the Home School Agreement and report anything that worries them online. 

 

Parents/carers are expected to support the school’s approach to online safety and reinforce safe use 

at home. 

 

Visitors, volunteers and contractors must follow the school’s online safety and acceptable use 

procedures. 

 

3. Scope of Policy 

This policy applies to: 

- All pupils, staff and governors 

- Parents/carers 

- Visitors, volunteers, contractors and partner organisations using school systems or devices 

 

It applies to all use of digital technologies on the school site and any use off site that could affect the 

safety or reputation of the school or its community.  Online safety concerns may include child sexual 

exploitation (CSE), child criminal exploitation (CCE), online grooming, county lines activity, 

radicalisation, extremism, coercive control, financial exploitation, online harassment, harmful sexual 

behaviour, sharing of nude or semi-nude images, AI-generated abuse, deepfakes and technology-

facilitated safeguarding risks. 

 

The policy also covers remote education and hybrid learning. 



 

4. Policy and Procedure 

The school recognises that online safety and safeguarding are closely linked. Online abuse, 

exploitation and harm may occur independently or alongside offline abuse. All online safety 

concerns will be managed in accordance with the Child Protection Policy. This includes concerns 

relating to cyberbullying, online grooming, child-on-child abuse, extremist content, exploitation, 

deepfakes, AI-generated harmful content, image-based abuse and other technology-facilitated 

safeguarding risks. 

Use of email: 

- Staff and governors must only use school email accounts or approved platforms for school 

business. 

- Pupils must use school-approved accounts for learning activities. 

- Personal email accounts must not be used for school business. 

 

Accessing sites and downloading: 

- Staff must check websites, software or apps before recommending or using them with pupils. 

- Pupils must only access approved sites. 

- Copyright and licensing rules must be followed. 

 

Storage and use of images: 

- Consent must be obtained before publishing pupil images. 

- Images must only be stored on approved school systems. 

- Personal devices must not be used to take images of pupils. 

 

Mobile phones and personal devices: 

- Staff may only use personal devices in designated areas, never in the presence of pupils. 

- Pupils must hand in phones/devices as per school rules. 

- Parents may only use devices in designated areas and must not take photos of children other than 

their own, unless authorised. 

 

New technologies and AI: 

-Only approved AI tools may be used for school purposes. 

- Staff must not enter personal, sensitive or confidential data into AI systems unless approved and 

GDPR-compliant. 

- All AI outputs must be reviewed by a responsible adult before use with pupils. 

- AI must never be used to make autonomous safeguarding, behaviour, SEND, welfare or assessment 

decisions. 

- AI-generated content must be treated as potentially inaccurate and checked before use. 

- Any safeguarding concerns arising from AI-generated content must be reported immediately to the 

DSL. 

- AI must never be used in ways that compromise safeguarding or data protection. 

 - Staff must only use AI tools approved by the school. The approved list is maintained within the 

Artificial Intelligence Policy. 

 

 



Filtering, monitoring and cybersecurity: 

- The school uses filtering and monitoring systems in line with KCSIE and DfE requirements. 

- Staff and pupils must not bypass filters. 

- Phishing and scams must be reported immediately. 

 

Reporting incidents: 

- Inappropriate content, cyberbullying, harmful communications or safeguarding concerns must be 

reported immediately to a member of staff or the DSL. 

- All incidents are logged. 

- Staff and pupils must use strong passwords, enable multi-factor authentication where available, 

and never share login details. 

 - Any member of staff who believes a child is at immediate risk of harm may make a referral to 

Children's Services or the Police in accordance with safeguarding procedures if a DSL is unavailable.  

 

5. Curriculum 

Online safety is embedded in the curriculum across subjects, including Computing, PSHE, 

Relationships and Health Education.  

Pupils are taught: 

- How to use technology safely, respectfully and responsibly. 

- To understand risks such as cyberbullying, online grooming, fake news and extremism. 

- To protect personal information and maintain privacy online. 

- To build digital resilience and a positive online reputation. 

- Pupils will learn how to identify manipulated digital content, deepfakes, AI-generated 

misinformation and online impersonation attempts. 

 

6. Staff and Governor Training 

All staff and governors receive regular training in online safety and safeguarding. Training needs are 

reviewed annually. New staff and governors must sign Acceptable Use Agreements at induction. 

 

7. Working in Partnership with Parents/Carers 

The school works with parents/carers to promote safe online use at home. Parents are provided 

with guidance, updates and workshops. Parents are asked to sign the pupil Acceptable Use 

Agreement annually with their child. 

 

8. Records, Monitoring and Review 

Online safety incidents are recorded and monitored. The DSL and governors review incident logs 

regularly. This policy is reviewed annually and updated as required to reflect changes in technology 

and guidance. 

 

 

 


